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Swing with the waves

| adore the medical profession

| love Physics

Ended up doing Computer Science

The Internet Wave arrived !
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The time-line (1)
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TAINS in Tohoku University
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The time-line (2)

1991 T L /N\—F—X1)—, WWW (World-Wide Web)%15.
19934 MosaicD &5, WWWhkSEw4341,634%ND A1,
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The Internet Wave
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Democratization/Universalization of
Information/SelfExpression/Network activity
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End of part one
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Cyber Solutions Inc.
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b —O1EEY—E X Case Study
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International Research and Standardization Activities

IETF (Internet Engineering Task Force) Activities

RFC1567 “ X.500 Directory Monitoring MIB.”
G. Mansfield, S. Kille.

RFC1608 “Representing IP Information in the X.500 Directory.”,
G. Mansfield. et.al.

RFC1609 “Charting Networks in the X.500 Directory.”,
G. Mansfield. et.al.

RFC1804 “Schema Publishing in X.500 Directory.”,
G. Mansfield, et.al.

RFC4295 “Mobile IPv6 Management Information Base”,
G. Mansfield, et.al.

RFC4498 “Managed Object Aggregation MIB”,
G. Mansfield.

RFC5427 “Textual Conventions for Syslog Management”,
G. Mansfield.

RFC5488 “Network Mobility (NEMO) Management Information Base”,
S. Gundavelli, G. Mansfield et.al.

IETF-netlmm-wg: draft-ietf-netimm-pmip6-mib-00.txt / \
G. Mansfield et.al -
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End of part two




Cyber Technology: Network Cartography-1
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Cyber Technology: Network Cartography-2
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Cyber Technology: Tracking Attacks across the Internet

Packet Prints (1)

Requirement: Packet print must be Invariant

along hops

Use Invariant part of Packet Header
Optionally use all or part of data

some header fields change (RFC1812)

Versions IHL Type of Service Total Length
|dentification Flags Fragment Offset
Time to Live Protocol Header Checksum
Source Address

Destination Address

Masked field of IP Header when operating
hash function

7\
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Cyber Technology: Tracking Attacks across the Internet

Packet Prints (2)

Packet Key TimeSta

Attacker A User
Attacker Tracked
Ro Router
Atack (spoofed) Normal Communication

AAAAAAAA 10000
BBBBBBBB 10000

Query

Packet Key Time Stamp
CCCCCCCC 1000021
DDDDDDDD 1000022

Packet Key Time Stamp
AAAAAAAA 1000031
T BBBBBBBB 1000032
Victim CCCGCCCC 1000033
DDDDDDDD

1000034



Cyber Technology: High Resolution Traffic monitoring-1
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B0, 0

300,10

Bit=z per Second

0.0
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Cyber Technology: HighResolution Traffic monitoring-2

Example) Effect of TAgMO (Time Aggregated MO)
(1 sec interval) Only impulse
(10ms interval) Clear pattern can be shown

S H R T M

Big onmne d:1sec i A E
el

L ; ¢ 20:34.01.275
(WedFeb11 ~Wed Feb 11}

: — |Java Applet Window

(a) Traffic seen at Isec intervalby RMON polling (b) Traffic seen at 10ms intervals by aggregation technique

v
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Cyber Technology: New Statistic for Traffic monitoring
Category transform

IPv4 IpOctets
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Foal Ay il _ .
U T% o 2 d 6 |5 1b 12 14 s 48 20 « Easier to correlate/interpret

Bitz per Seco

IPvd Dst. Addresses

24 .0

S 00 (el bl o ot A
= R A TR EREE IR Y B AR A H
5 N R T B IR
3 60 g

0.0 ....... +—tt H—— ———t——t -+t ——
22 0 2 4 6 |8 1p 12 14 16 15§ 20

T Case(1): Only Addresses increases

Case(2): Only Octets i(yeasisk
Case(3): There is a DoS attack?
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End of part four




The Keywords

Simple is beautiful

Nurture your ideas



The Keywords

We reject kings, presidents and
voting. We believe In

Rough Consensus &
Running Code



The Keywords

HATEMO>TEHI LT B!

Do Not Follow the crowd!!

LE. A 3—RYNIENE O TED ST
A B =YL TET, TDRIZE-ST-

At that time no one was doing Internet
We rode on the Internet wave

7\
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The Keywords

O O O béfd:l;
at the right time
at the right place

do the right thing

7\
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Know Thyself :
Strengths & Weaknesses



A Model for Business




Small world !




The delta principle

Step wise refinement
Small (delta ) steps

Quasi-static equilibrium



Moving Target

Technology is changing

Market is changing

Requirements are changing

You must change! ADAPT |
7\
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There is no end to learning
You can learn from anyone

7\
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Marriage of ideas/potential/possibilities
FTEEDRLE

Network vs Software
Age and wisdom vs Youth and energy
Japan vs India

Perfection vs Optimism




End of part five




About software

Software: Art not Science

Information vs data [garbage]




About Software Project Planning

Understand the beast.
Confirm and reconfirm the understanding is correct

Resource Management and planning
Software projects are difficult to plan and manage.
(Estimation is impossible.)
Back-calculation in general!
Given time, Given budget,

System design  the 80-20 rule

. "If anything can go wrong, it will'™ Murphy's laws
Figure out the 80%

. Exception cases

The next life: Problem shooting/Debugging Effective logging
Scalability of system

CySols Confidential

7\



About Software projects : Team-work & communication

Software development is teamwork

Members will come and go but the team remains!

For good team work — use common sense
Common sense = Conventions

Use Conventions to work efficiently in teams

- working language (for international teams)
- coding conventions

Be liberal in what you accept, be conservative in
what you send!

And meet deadlines !! /' \

CySols Confidential



About Software: Criteria for well written program

1. Easy to understand by others

Common Sense, Conventions

Comments
Size of a block- visible within one window

2. Easy to maintain:

Modularized

. Correct/Meets the requirements

3
4.
5
6

- -

. Error handling is done well
. Efficiency/Performance




