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TCG - Trusted Computing Group TRUSTED
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— AMD, HP, IBM, Infineon, Intel, Lenovo, Microsoft, Sun
— https://www.trustedcomputinggroup.org/home
= {1k
— Trusted Platform Module (TPM)
— Core modules for trusted computing
— TPM-embedded Platform specifications, e.g. PC
— TCG Software Stack (TSS)
— Trusted Network Connection (TNC)
— Infrastructure, architecture, use cases, etc.

9 © 2008 IBM Corporation



Tokyo Research Laboratory

NSXTYR-avEa—Ta2Y
Hi 8: TCG Glossary of Technical Terms
= M RAK - T{EA]
— “TOURITNARAD, ROONT-BHID=HOIHFEDFIETELLENMET S0
JHEAFFRL”
= FMSRTYRAVEA—Ta T TSIV TF—L
— “WIRTFYR-AVEA—TA2T TV IH—LblIE. TIYRTA—LDT AN
TAZIELLLR—F SHEEICBIL CTER ITE 5T EH T ovb T+ —L4"
= EFA®IL—Y - Root of Trust
~ “ERAMICEEESZ 5TV IA— LGB ERB L ERER"

FIAR BRFHRESN TG

HY—N\—[FHESN TGN

RIEE R2IRETHS

IR
1—

© 2008 IBM Corporation



Tokyo Research Laboratory

FXTYR-TSYRIH—L-EDa2—)L - TPM

e, T

T e m ow o o R

Atmel Corporation

" VATLDAVT T TAERET ST - L—h-FT-+SAF(CRTM)E
LTEMET o/ —Foz7-txal)T4-Fv2

* MSRATYR-OVEaA—TAV T EVSIBEENEDLNSEE, HRELDHT
Fa) TARBIZTPMAEARAENT=T SV T+ —LTHD., ELVDITEE
EJESEI

11
1

© 2008 IBM Corporation



Tokyo Research Laboratory

TPMOEIE
= JEXTFRBERE B - RSA
= HashfEDt¥*xa17-XAL— - SHA-1
— Ty T7r—LERL P RX42— (PCR)(X
To5YRNITA—L DA TI ) T4%REET — -
é ndorsement Cert
= EKEAIKDERTE ™ TPM
- Endorsement Key (EK)IE. &> (8 Firenn SERCIEES
N—F 9T F7IZEDWNETSYNI4A4—L T Orher Ko
THH_EXRILET S, ID Key ’
— Attestation ID key (AIK)I%. 75wk .. W PR
IA—LDTATUOTAT14ERET S ID Keys
- *JJ EH1E&M}E§ > ﬁb Platform Cert
- 7 7“/ |\77.|__-L\ O) 7’(7-&47)1/% IE% Conformance Cert

XTI

12 © 2008 IBM Corporation



Tokyo Research Laboratory

TSN TA—LDLTTIT1REERY BT ETERT i

BRI S A
HEBRILS X %Pégo)iﬁ_\
— KYTHEBIZHET SEFX1)To RUHREINT

\ Sl LWEELNVE S, PCRD
BEREN ERIBDA T ) T4% A “ 513 %I AT &E
A=
/,J]}-Ej—é k /
— HLAIELIZEGELDO RS AL A ;
LA EREIGEVMGE . FSAMDER ~ Extend PCR
iR T B % with OS image
— EOT7OEXABYRLITHNS, 7))
1 m Extend PCR
PCR ‘ 33 with OS
— 24EDL P RXAZ— (160 bit)

oader imaqe

L
o~ Z_A| "W S “I:l | s

B s

_ PCR_new = SHA1(PCR_old < il SC=

|| measured_Value) —h-A

\

13 © 2008 IBM Corporation




Tokyo Research Laboratory

HRDALTIUTAISREN BB S CRY S —ERERET S
SFUF

Ny

= TPMZE-=156 . Y—ERRMEB I Y —ERXZERITHPCOREDIERK
[CEXa) TARIERESEMEN TN CEITRALTHEENETS

Service Request

%wm — '
o TPM Quote
I

Integrity Report .

Service Provisioning

If “Valid” | > R _
If “Invalidul Return EI'I'OI'> = 3
Core Root

of Trust

H—EXZH
]

© 2008 IBM Corporation




PKILN SR TR -y

© 2008 IBM Corporation




Tokyo Research Laboratory

PKILRSRTFYR-aAVEa—TF404

= NEFEELE - PKI
— PKIEE, TSAR—MBEREBTAIUTATAMNEET A EEDOTO/NT1IZR
I HNSRRE
— CAIX.BEEBTEDIUTATADEEERIET S,

— NHBLOHEX. T—2HEDEFX L) TAEEEZE5Z S
IV NG k=

s JEEDPKIER SR TYR OV EA—TA T DE
— PKIOHRIZEITAFELZEHMIEX., A— OHEBLED RN ITOT4T4D
TATUTATAREL
— FSRTYR-OAVEA—TAUTIZEITHEELZBIE. TINARROT SV I —LA
DI [ ZEE I T TATADAT I ) T4%BTHE
— PKIEFSRTYR-OVE1a—T4 T IFEWNZFHRBLESEZ TH S,

16 © 2008 IBM Corporation



Tokyo Research Laboratory

RRIGEEBAEDTELE
tXa)ToEE SIAENESE HRY EEE
Client a—HEREE \/\/
SSL - 0)|:|:L.|:I
M4 Server sy o ‘/‘/‘/‘/
(S:i(g)_:;?w?ng O—RDER T DEREE \/\/
KHYDTPMT
EK % L% J
YD TZyk e
Platform 721-—1-\(?37)62&
Z &l BH
TN\ —{RER -
ﬁ ‘ Ll Ax AP ayecr

Privacy CA

17

© 2008 IBM Corporation



Tokyo Research Laboratory

EDLSIZEKEEAENERESNFEHLNLH?

= EKGERRE

—~ TPMFYTDTATUTATA

— JAaN7T«
- BSR4 e.g. Infineon
~ ETIL e.g. SLB.....
— TPMD/\—23Y e.g. 1.2
— EERRE D FEZNHARME e.g. 10 years
— GBI E

— HBTSVRITH—LN, KYPDTPMFYTELS AT YR -EILTaY
5 -270v9(TBB)IC&>THEBINTLNSZ LA

— TPMFYTHMERASNHBRY EE AR

— A—H¥IZ kBT E#E(take-ownership) DFEIL L . ATIKD & Bl
IZEAENS

18 © 2008 IBM Corporation



Tokyo Research Laboratory

EKGEBAE A =EfRIREE TEDN=EL=L...

= SN —NDREIRE
— ZODELGBY—ERRBHRENETETHE. H—ERERLE—D
TPMFYTHLHENTWNBIEMNSTTETES
— FEEOMHEBHEIZKY. FEDI—TFLOEENHAITES

19 © 2008 IBM Corporation



Tokyo Research Laboratory

J54/\>—CA
= TPM v1.1EL THE#1E
— H—ERRHEFIZKY., EfbHAttestation Identity Key (AIK)Z%
Eds)
— TSAN\V—CAIL., EKEEBEZEMEILT=H&. ALK SEBHEZAE KT 5,

TS5\ —

CA

H—ERE
HtE A

© 2008 IBM Corporation



Tokyo Research Laboratory

T754/1\>—CADEIE

= TSI IA—LERIE T BEDRMILARYY

— (BRRBRDT A/ —%{HICIE)FEET HEIZHLWOAIKEERAZZFICA
NDBENHD-OH

= TS3ANO—CADEF 1) TALRILIEFEEICEVEDILEREINDS
— TSANI—CALHY—ERBHREINEITT L BHEDTPMALDTIER
BERTHACLERTET HEM AR
 T2AND—CAIZHTHEDRRETILDRE
— TSANV—CAIZ, Y—ERBHEBEINEE T DHRETIEAL
— TSAN—CAIXL, HEZRADHEBNEET H2RELDTEHLL
~ FZEHERHEICI- TEEINSGZENEFLL

21 © 2008 IBM Corporation



Tokyo Research Laboratory

Direct Anonymous Attestation - DAA

TPM v1.2LL THR#ELE

— AIKEEBAEZ AT 5L — D DAIKZF>TWWA &4 A0E
S7ara)LELTER

— DAABBZAERL. EDERERFOEEZTIIAT D

© 2008 IBM Corporation



Tokyo Research Laboratory

z'" DRIWEZDEX)TAlE. TSV ITA—LDATI)T14DIK
REIZESINFET
= TURINEZDELERIFEE
— BEALERINEE, TSIV TH—LITHEINTLVEL
— BEMNEREINI=EE. EXAUTASWHRASURAR—ILENTWNS, REFTD /3y
FhH->TWBEL o=, EX ) TAIREDIENEZEZ DR IZHEIML THL
ZEM A EE
— BEDE— T NARADNEHRIN TGN EFEEHA
* A[EEE D HHERL

AE!)
BA BA l BA
$1,000__ $100,000 % »>{ $100,000
=

23 © 2008 IBM Corporation



Tokyo Research Laboratory

TPM®DSealedE4

= BHTHEE. TPMIFIPCRIEZZBA DIV THFAMIEMLTERT D,
— TPM SealedE4

* PCROfIMENT=EZZ1ED
= ZITE AL, ER2ZFELI-PCOBAIBTHRERILT S

— ERHERFFIC, m)bx%I:otéE&:E;lim\:aﬂﬁéﬁiécth\i il

PCRLORAA—

S Ab

PCR 13: ...
PCR 15: ...

1 _

BBA

$1,000

¥

24

ZITANDA

© 2008 IBM Corporation



DA PE ant NVAY
T—a A=) )T«

© 2008 IBM Corporation




26

Tokyo Research Laboratory

T59RTH—L-N\)T—3>-F—Y)T+ - PVA

s FSRTYROAVEA—TAV 0 EBOFTELERESR
~TCGTEBRINBESDDATYT  AVTITIVTADEEETIL

-5 Steps: Creation, Collection, Communication, Collation, Evaluation

AT ) T4 LB ERREERDFRY—ANSFIZANS
—TSYRTA— L\ TF—3 2T R Y —ERZRMTS
—PKIIZHETHCADLOIZ. E=FBERBBEICL > TERHAINTLYS

T—RDIEELBERTYT

—  XR{THF RM
R R TV
D
o0 % <
RB TR T —L\ VR
[ F5ukTr—L4 RM

© 2008 IBM Corporation




Tokyo Research Laboratory

PKI-TS5vh D4 —LIREEHERS (PVA)

AXYDTS5vkT74—L4

EK

= AIK
Cred.

.; Cred.
\ TCI CA )
T39I —Lk 2
s —S o || 2
(3)

\_Privacy CA J

Tk I4—LDTF4

TS9RI4—LDISI

() SIW, 75wk

Integrlty Report

TPM

i%-

Serwce etc

fj‘ End user (8)

& Verifier,

g Service Provider

Ty b oA — LIREE RS

Validation
Result (VR)

Ext

~"| package

@ ade

Sign
Cert

Cert

Server

\ Bilea  J

7{T/Tf7'fmun

© 2008 IBM Corporation



Tokyo Research Laboratory

PVADE 21—

28

ILEERK

Platform (Hardware) & Runtime (Software) Vendors

l deploy

Trusted Platform &

Runtime
1. | Service [
| Apps [« >
Report/
PTS
(client)y [ g
TSS

I

ML || TPM

Manifest (XML) _|

Remote Verifier
(PVA)

PTS
(server)

IiDB

=

VULDB

CVE/mitre,

Privacy CA

OVAL/mitre
NVD/NIST

™ Trust Anchor -~

Vulnerability
Information sources

© 2008 IBM Corporation



SRR L L e Gy e o e 47

© 2008 IBM Corporation




Tokyo Research Laboratory

EEWD

ol

= NSRTYR-OVEA—TAUTEBE AERTSINIA—LDATIY)
TAZFRRMNSAIE - EETHIHLWOVAEZFRET S

= REOPKIERBLEAEHLESILICKY FSRTYR-OVEAa—ToV T &
BIETNARABDERTEA X1 T7EBREZERT S

* ZLDHARRE
—ERICEMTVINVITIBRZEEDISITHRA T Z A
~EITR ORI B FE D fE i
~TPMEHPCOHA W KIZE>THHEET HEE
~E R DRE

30 © 2008 IBM Corporation



Tokyo Research Laboratory

Acknowledgement

= This study was sponsored by the Ministry of Economy, Trade
and Industry, Japan (METI) under contract for the New-
Generation Information Security R&D Program

31 © 2008 IBM Corporation



