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ISO/IEC 27001

YL ROBRORE gﬁ'fi‘/ \%f** EROBERS
% B EREE G B 5 ERE R
1ISO 9001 ot 1ISO 14001
+—>
EMS

QOMS

© Copyright IBM Corporation 2007

| Prepared by IBM Business Consulting Services |

Page 22



Business Consulting Services
(1)ISO/IEC2700031) —XIZ& B1SO/ISMS D # EFF &AL

|SO/IECD A& &

ISORUVIECH ERIZXE I Hh v B E BREE &S

Page 23

ISO

IEC

g

G1

G2

(7]
0
N

JTC1

}‘3027

G1

G2

G3

| Prepared by IBM Business Consulting Services |

TCn:|

Security management
standards

*"|SO/IEC17799
*"|SO/IEC13335(MICTS)
=|SO/IEC270003")—X

Security techniques
=B S Bl

Security evaluation
*|SO/IEC15408

"ISO/IEC

= [SO(International Organization for
Standardization : EBE#E{LH#18)
(F. TERBESFOREH—OEFLE
EZITSERRHEREA.

= [EC(International Electrotechnical
Commission: EfRESIZERER) (£,
BR/EFHFICEHTIERRED
M—ZBMELTRISNI-IRELE
128

SRKHER/RUTCIL)
= ISO/IECO &R TiTE B = (JTC:
Joint Technical Committee)h'&Y .
1EHR BT 9B (Information
Technology)DIR#ELZRETLHE
FRHIEEL%E JTC1LEEVET ]
. JTCIX. JTCT1DOHTT,

& (SC27)
» SC27(Sub-Committee27)l&. JTC
1DHRFED—DOT. BHHRExF1)T7
(IT Security Techniques)D1Z#1t
FHEILTULETD,

HEEEE (WGL)
»WG1IE, SC2TDEEEED— DT,
HFREX 2 TAIRDAVDHFIC
BB EIELLTLVET,
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(1)ISO/IEC2700031) —XIZ& BISO/ISMS D # EFF &AL

| SO/IEC270001 ) — X R #&

27000-27009 W(G1(27001 and supporting documents)
27000 Overview and vocabulary
27001 | SM Srequirements
27002 Code of Practice (17799)
27003 I SM S Implementation Guidance
27004 | SM measurements
27005 Information security risk management
27006 Accreditation guidance (Revision of EA7/03)
27007 Audit Guidance

27010-27019 W G4(supporting documents)

27030-27039 Sector Specific Guidelines
27031 Telecom
2703x Healthcare
2703x Finance
2703x Manufacturing
2703)( .....
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[[rm]|

KN
{17 ||]|
]

ISO/IEC27000/ ) — XD £ 42

27000 . |30ﬁ_ :
ISMS Overview and Accreditation
i vocabuiary . Guiance
; 27002(1779M |som
de of practice for information ISMS
: L sectnty managemen Mgement
- 27065
ISMS Implementation

ISO 27
I

—hiblE. ISMS EREIF(27001) . BEIUZDEEIZHLNT, TEhoFEYR—EL
fTfifEEEZ. ASIDHTEIRT 5=-HDREEE27000) —X R LS,

;

measurements
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mERUVBEZROLEHEA

o TE 1 B
Accreditation bodies
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l Accredit

BEEE KA

Certification/registration bodies

l Certify

WEERR

Certified organizations

Complies with

Comply with

Comply with

ISOIEC 17011
(Conformity Assessment - General
requirements for accreditation bodies

accrediting conformity assessment
bodies)

Accreditation Criteria for ISMS
Certification/Reqistration Bodies
(based on ISOIEC Guide 62 and
EA-7/03 as an informative reference
(ISO/IEC17021, ISO/IEC 27006 as
formative))

ISMS certification criteria
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BARIZ&H TS Certificationt¥1TIZE§ 9 4= BA (JIPDEC)

ZITEARR D
®T
JISE

(ISMSEREEE#E (2. 0)—1SO/IEC27001)

ISO/IEC 27001

ISMSERFIHL) Certification #1TIZB89 5 7=H8H
BiITSNb CertificationsZBS 7799 Part 2 ZEHDERIEH D
ISO/IEC 27001 #EHDEREEIZF21TT SR D EARRZ
/kIEL/—CL\é
BS 7799 Part 2
Y7/ LY %)
2005 2
10 515 H
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F| S +H B 2 5F (International Mutual Recognition)

/ AF T ,Iso/casco |
(International
ditation Forum) :- International Mutual
MoU L Recognition of Certific

National 7
Accreditation
Body J

Standards
& Guidelines

Certification \7
K Body (CB) /

Organisations Organisations

International Register of
Accredited ISMS Certificates

www.1SO27001certificates.com
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QMS,. EMSHO SRR UAVN AT LDIESE

1957 #

ISO/IEC 27001

HE AT,
DIgE

ISO 9001
o ISO 14001

OMS <\ EMS

53000 # 20000 #4
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(1)ISO/IEC27000')—X (2 & B1SO/ISMS D i E FER &1

EREZX L) TAIROAVNI AT HEE

BS 7799:1995 BS 7799-2:1998

BS 7799-1:1999 BS 7/799-2:1999

ISO/IEC 17799:2000

ISO/IEC 17799:2005 ISO/IEC 27001:2005
L 0056 A 15 el 50054E108 158

P
Code of practice for information [ ISMS requirements }

-

security management

200655 A 20H

J ISQ27002 2006 JISQ2/7001:2006

| Prepared by IBM Business Consulting Services | © Copyright IBM Corporation 2007




Page 33

Business Consulting Services

(2)ISO/IEC27001(JISQ27001)FBEF E # (- L DISMSHEE

[[rm]|

I

ISO/IEC27001 (JISQ2700)FIFE DI E DT

{17

(I

(1)ISO/IEC27000 ) — XD iy DRI (T ZTNEF Y R— 9 551

27000

IS0 27005

ISMS Fundamentals and Management
M vocabulary —

ISO 2700
| rmation security manageme
s B measurement
(17799 from April 200
of practice for information 'SOM
i anagement

i mentation guidelines

(2)JISQ27001IXISO/IEC27001&IDT

JISQ27001HIKE DKL FE FEEHAS L ONE O RS ORRE 2 KT 705 %, WITRT, (L2 HAEEH L D)
ISO/IEC 27001 : 2005, Information technology - Security techniques - Information security
management systems - Requirements (IDT : Guide21(Z & % [EFS A% D — i)

=2 YO F T, ISO/IEC27001(JISQ27001) & L TRtk 9~ 5,

(3)1S09001 (JISQ9001) & Uf1S014001(JISQ14001)& O i 3L T4

ISO/IEC27001(JISQ27001)Kik& 1L, BART 2~k A MK L FERSHE L TEAKRONERT

HIZENTED X1, 1SO9001(JIS Q 9001 : 2000) K TNISO14001(JIS Q 14001 : 2004) & DFfFN
NELNTWE, Lo T, WUIZEREF LIz —2D~R T AL M AT AT,

IO NTOH
HOBERFIEAMZT ZENTES, (023D~ AL RV AT AEDWNMELD)
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(2)1SO/IEC27001(JISQ27001) 2 EE - #£ (2 L BISMSHEE

ISO/IEC27001 (JISQ27001) A XIZRAHETDOHELY

(1)ISMSE£ANTAERZE L TEX 1) T4EREBIE (XS R UFRA,
D BERNEZEZEICANDIEE, CNETHEICEEALT
Kigho1-85H%. HRT S

v SIREN. EEEDBIRICBTA.IZES RARVEZHLOE
REIELRILK VRIS BREEDEE ]
V YRITHEAANDAEIL, TR A CTHRIRAIRELGHERZ & &

Hd 1 F
(2)HHEOEMMNODEXKICHASFE., FTLLVEEREICELT, ERE
IHZEMNT 5

vV ISMSEERXDAENEDIEDESE
vV EMMEN=-XEILNDEREIE F
(3)ISMSDISOEIZ&Y . ISMSIZEEIIZIG{FERSINALSIZHS
DT, A—H(ZEHT. HMYPTLNEDET S
v EEEDEMH. ISMSEXRAEEFEHREFT) T DER)
v BERUVEZDEMF., HEYRY)
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(2)1SO/IEC27001(JISQ27001) 2 EE - #£ (2 L BISMSHEE

SO/IEC27001(JISQ27001)NZEHE R DI =

0.270EA770—F PDCA :tFa)T1EKXKAFE —> ISMS EEXF &t

L =

0 X 1.1 —f% ¥E21: business DIEHELER. 1.2 BWH
1 3 P IBfN: BE (asset) . BHEFX1UT1ER (event), 1FHEF1YT110YT Y Mincident),
2 SRR ®BYAY (residual risk), EEDREL: Al Atk (availability) . #Z 1%
SH ' (confidentiality). SE£ ¥ (integrity). fF#& %17 (information security). &M
3 Enn &UE% T EEdocument -> documented statement
4 f/HEX1)74
IAZAIAPMIAT L 4.2.1 a) HR . ERAEENEZOELM b) ISMS policy, 3) Align with, c)
5 &R Bio);.;{i risk assessment methodology tLERTRE- BIRATRELHER g) YADTZEAAY
=) = bOERFIRURHNTBIE h) > ) BHESE RAICLSER-EEFH-RINE
6 ISMSHERESIE |, i) -> h)BEYRDOEE & i) ISMSEE - ERAOXR
h 4.2.2 TEBROBENEDRERVRAEFERIOESR
4.2.3 EFXI)T1EBROBREHE. EX1VT1SH-FHOML, EEROBMEZA
MEBISMS BEEEYRIAV L E. VT EEEES
E1— D38 4.3.1 JVADRRIAV M EEDRTE - Ft. ISMS(EF) ATV, XE -k
(CL% . LR ATREM R UBRAIAEIEDERE a) tF1UT1 (EK)FHEt ->ISMS (&
AR)Adt. EEEM -> B 9) EEROBMMZAETIAEERIXE

7.2 DADERAEIOOFE R
) “ 7.3 b) YADTEAAY FRPUADRIGHEIOER, e) TEEDEZ
7 ISMSDIRIAYFLE1I— < MERETIHEORE

8 ISMSM=E
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(2)1SO/IEC27001(JISQ27001) 2 EE - #£ (2 L BISMSHEE

EsENSDIFREXF 2T MRDAIRIEDENRK

[

RF-HBERICETAEHREXLIT(HEDES B RBREMEKMEX)TREINAT
(BEEAVI7T7%EZRQ) ShGWERERRERMICZLLN
LiEREX L) T IREDESL
A £ — LA
vV ERARMUMENR AL
BENHBARZL *au (62.19)
HEIEHTEBHEL vV ECETITAFIONEEN
N, RENTLVLN(53.4%)
m HERREEOER
I NIBRELTL
MERERET S/ NINTEL TS v ISO/IEC27001 ISMS-
ESETHARENABEATEATLEL — a4 Requirementsi=#542
by T D EEAES AL Eéfictivenesswmeasurew
5 = Z S N £
BREEELLTEZLHEEN G 183 ——— v ISO/IEC27004 ISMS
Bl — L —E ZHHLN 136 - Measurements D F R &1k
Z0fth |03 B MERtEF1) T+ REHHRS
ERZE Rbr —
v BRRYND)—DtFal)T4
o w m w e w e w BRI 21T (REHS
R EEE R L RITH T DR 2T H TR DBYSIET STER A EI R |ES

v ARRZHIRIZET SR
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(2)1SO/IEC27001(JISQ27001) 2 EE L #£ (2 L BISMSHEE

ISO/IEC27001(JI1SQ27001)iREIEENDEREIH

ISO/IEC27001 (JISQ27001) FREFHENEREIF

8 ISMSOHK=E
8.1 fHEpIchE
%ﬂﬁ%ﬁ!@li BFEHREXF )T OERAHRIUVEN, BEEER, BEHELEEROSHT, RERUFHOLE,

BRITRADAVRLE 2—%RIALT, ISMS DEZI L EFMAHIICHFL 1 T IEHSE,
(ISMSEEEEE#£(JISQ27001:2006) 8.1 f#ihruckE KY5IA)

4.2.3 ISMSOEHREULE 21—

b) ISMS DAL= DUV TEHIHIIZLEa—F 5, Chlzl&. ISMSEARS R U HE
@=L TWAZEDLEa—¢tXa1 ) TABBERKDLE - HD, COLEA—TIE, %2

TAEBEORR, 1V Tk, BIREHEDIEE 22 RUTRTOFERFZENSD
T4—RI\vOEEET 5,

(ISMSEREEE #(JISQ27001:2006) 4.2 ISMSDIEIL RV EEE

B KYsIR)

4.2.2 ISMSOEA KRV EH

d) ZRLEEERIE—FHDEERDEYMZE DL SICRHET SHZEFEHL, Fh=. LLEFA
L6

Ft-. HET
RECHEAARGERZEAH I -OOEERDBAIMEDT ERAAVLEITI=OIZ, TENOD A
BEEDIDIFATINERTET (423005 H),

(ISMSEREEE#£(JISQ27001:2006) 4.2 ISMSDHEIL B VEE

EE XY
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(2)1SO/IEC27001(JISQ27001) 2 EE - #£ (2 L BISMSHEE

EffectivenessMFEZ : extent to which planned activities are realized and planned results achieved

JIRE omnoNE=HELBRORRE
A N o EIH B rIMDZERL(how well controls achieve the
, planned control objectives)
4.2.2b)Implement the
risk treatment plan
e oo
| )
— JATLAI objectives
EHRDER 4.2.2¢c)Implement
N ] / controls selected
OFEMMEDAE=FTELE in 4.2.1g) to meet
g(fii]jwﬁ?ﬁfg the control
® EZ(Implement PR
o B (Operate) objectives
Before After
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4.2.2 ISMS effectiveness (B %h1E) D BI5E D FIA (H1)
DOFEDIEORE=FELEEDERE QFMNMEDAE=TEBIL-HERDERNE

® =i (Implement) o EHHMDEZEM (how well controls achieve
® EF(Operate) the planned control objectives)
Y iram = . o N >
EHRNDEE. EH | EIEERIDIER
17 5.} EEEOEE, &
A3k RO nT  EEAN: CEREREULERA
G EOEE EA ZEMT I ERATZED
: (Treatment plan)ht
REENDEE, ER 53
BEEOEREE | BHOERE | ANEOFMEPDCADTEC [ (Fxt I
@) @) ERFEIFEICHEELTIVS,
@) X EHEREIEDITLE, EEROEE - ERAOLEAZEZAIVE
%3,
> X @) EHREOEBITEECTECULEBLDENDOZERECENONT
WEL BIEAZDRENNETHS (FATEEENDHS) o
X X EEENIEETCECOVEVONENDOEREICEELTVS B

BEEERORENFDETHD,
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(2)ISO/IEC27001(JISQ27001)FBEF E # (- L DISMSHEE

4.3.1 Documentation requirements, General (3{EZ1L)

XEEDEREIHDEM

o7 ay BLEAME) hoEEMDIRTE R UV &t~ B

ARNDYRITRAAVMER . RICETEET.
I ISMSEER A& R U B HFETHOERD XL

O ERLI-FBE

EEEREOATYT (HI)
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EXT7&t '

® {F{t+a)74IC

S ERSE S o
A AR UITE

Fay

® Xi)T1ERE

B E (R
B URH., 328
E.EXLD)
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UAD

EHEEROZER

® PX1UT/ERE @ UADIRIAVE
HIcESURD 7Y NDEE

AXY PDETE o EEREMERE
® Y2HLANIVDER BRAEEENEK
E TE

® it EHEIDRE
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(3)ISO/IEC17799(JISQ27002) R AN TS5V T4 RIZKH BB K DETE

R ETEI(Plan)D 7L —LT—9

FHtX ) TAEE

ISO/IEC17799 20054

ERR(JISQ27002) D E

ISO/IEC17799:2005 Code of Practice for Information Security Management

m BS77997%> 5 IS0/IEC17799: 2006~ DEE

FEHREXF1)TIDIRS

11 5EE,
133EHE
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ISO/IEC17799(JISQ27002)XETDHLNEA—HFADHE

ET DALY
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TR " ZDrived 5
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ISO/IEC17799(JISQ27002)ZE H R (DL E
EEHMRUERE

ISO/IEC17799
Old edition

ISO/IEC17799
New edition

Old Control text NEW Control text
= M = . = J%
ledzki 2R S
EIHE, EEEMRUEEEES
LOMDERED R BRI
FEIER UMD
ESPCREEEH EHIEET 5 ’
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ISO/IEC17799(JISQ27002)EH A Dt =

Page 44

2000k 2005k
Security Policy Security Policy iISMS&GDEﬁ‘Tﬁ
. L . , . MERR L
Security organization Organizing information security B ER4E
e . BEEDEED
Asset classification & control Asset management ﬁfﬁi&;
Personnel security Human resources security ﬁi’]fﬁ—_?

Physical & environmental security

Physical & environmental security{ BB

Communications &
operations management

E/AMILA—K,
EIFY—ER

Communications &
operations management

Access control

Access control

i EFENG|

Systems development & Information systems acquisition, { Acquisition
maintenance development and maintenance (5R:F) %8
- . . - I
Information security incident LTl )
management Incident
) . . . management%
Business continuity management Business continuity management | —o@#zsds
X~
Compliance - \/ Compliance Lﬁﬁtzﬁl}ﬂ
P [ mar.2eE P .

OF =Y
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6 BHREFX) T D=-HDHE

(Organization of infor mation security)

N ER#E %8 (Internal Organization)

[ R=E

Vax

iy

411 TEHREX ) T71EEFE A% (Management

information security forum) (&, /NS REICE-TEET S
ZENHLWVTHAIEWNSEHTHIBRET=,

O I AIUAVRIAZSYRAUEDFLWVEEFK(6.1.1)ELT.ET
DHEHEIZEH>TEE T HIIITEMEINT=,
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415 EMRICKAHBHRET )T DBE
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(Specialist information security advice)ld, B EIFALTS
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6 BHREX)TsD=-HDE

(Organization of infor mation security)

AN

VA %8k (External Parties)

B ABAMNLIEHEANDER
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>
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MBI TZFEDHDTD

5 =& (Third parties)

5} £R 2 £T(Outsourcing arrangements)

EEZ (Customers)
HERAILICHERFEZNICE T 52X ) T+ERFBIEMN GRS TLV
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7 BEOEI

(Asset management)

O EETHIZDODIVTCHEESFIHZBAMEIZCT H2LEILIEM
L7T=,

v EEH 7

VEEDEE «—EEDEEZ Ownership of assets) DEFHE L
VIEEEEDSE

VI EEDHEL)

v BEDFIFEE LEDFFFHTTEERVFFEIZHTEHEL

® SRfiE% T A7-8. 5.1 Accountability for assets & 7.1
Responsibility for assets [CZEE T 3,
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(Human resources security)
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)

=

u]

(Communications and operations management)

E=A (LB Y—ERHIHEDEE(Third Party Service

Delivery M anagement)

-BS 15000 — ITH—E XA E R (1S020000&£7%:5)

>Part 1 {14k
>Part 2 EEFIRER

I TH—EXREEICEEL-EX 1T LDEE
" FE=HICEITSERD X ) Tq@mITH T B=HIZ.

FLWVEHEMEEZE A (10.2)
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10 BERVEHEHE

(Communications and oper ations management)

EEtR 952 & (Monitoring)

ERAD—BELTEMBZEYHITAHAZELE. —DOEEEHND
HITETOEHRILSICERVATZRFI AILIZRYRAD
CEDERNHST=,

- 1010 B54R 952 &IE. FOT MG T HERUVE R
FH5HEITHILTAIFHLLWVEEBNTHS,

Q7 RTLT7I9EAR UV AT LERIKRODEERMNS
Sl#EDNSH., BIZHESNT 10 B ELAVEREE
@E‘:EQE*LT:O .

-10.10.6 VOvVDRIEIZEAT HSEEERMNEILSNT-

(gEEIERXIEEX 1) T/ BEADT A TORFHLE AT LRAOIOYY
I, EESNEERGRZIIRERASEDIENEZFLLY,

© Copyright IBM Corporation 2007

| Prepared by IBM Business Consulting Services |



Business Consulting Services
(3)ISO/IEC17799(JISQ27002)RR TSI T4 RIZ K B EEER D EHE

13 X T4M1OTUDEE
( Information security incident management)

OLETDAVITIUMDEE
FD=-OIZBREFEOELE

uu

EIFEZ—DODE[CINHBZERD

R —HICRDHIEDERLHOT=,
® | SO/I EC 18044(Incident Management)M oD EZEIZiRST.
;ka) 2?0)1?%’5’%)\ Lf:o

>1EEREX 1) T4E R (information security event)

DARAT L, Y—ERARERYENT—DIZEITRETEDIREBORE ., HEDRELIT,
EHREX 1) T EERXAHADERE LKIEBEDORESDOAEEME, XiXtEXY
TA4IZBETHNMELNLELNERIMDIRRERLTLNSHDELYD, [ISO/IEC TR
18044:2004]

> [BEHtEFa)T14>2 Tk (information security incident)

EFEOREFHLGWER R (E—EDEREXF1L)T(BRTHHOT, EXEES
BT HEERVER XLV TAZENTHEHENZLBLD, [ISO/IEC TR
18044:2004]
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